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Master Your Human Resource Records



Human resources is about the people work, not the paperwork. But keeping employee records accurate, up-to-
date, and secure is still an essential part of HR's role. Without it, there's no time to focus on the people work.
Maintaining employee records takes more than a filing cabinet and color-coordinated folders. There is so much
information to track and manage for each employee, and as your company grows, the information you need to track
can easily snowball out of control. On top of that, there are several rules and regulations you need to stay compliant
with—like how long employers need to keep employee records after termination.

If you're ready to master employee records in your organization, then read on.
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What Employee Information
Should | Keep?



Employee records, sometimes known as personnel files,
are important documents that track your employees’
relationship with the company. For each employee, you
should have the following information documented:

Employee personal information

. Name
«  Address
- SSN

+  Employment eligibility documentation
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If your company has other documents that require
employee signatures, these will also go in your
employee records. Your records may also contain
information like medical files and payroll information.

Employment information

«  Startand end dates +  Payrates

« Job application and cover letter «  Completed trainings

«  Offer letter +  Performance evaluations

*  Noncompete clauses or other contracts «  Complaints filed against the employee
«  Orientation checklists «  Disciplinary action documentation

«  Employee handbook receipt «  Termination information

«  Jobtitles



How Long Should Companies
Keep Employee Records?



The length of time you need to hold onto employee records depends on the type of document and your state and
local regulations. According to SHRM, many employers use a 7-year rule for getting rid of employee documents, as
that will generally cover state and federal regulations. Keep in mind that shorter rules exist for I-9 forms and longer
time periods apply to documents like OSHA exposure records.

The laws around how long to keep employee records vary depending on the record type, and by state. It's important

to check with your legal team or a consultant to make sure you understand the regulations that apply to your
organization and your location. Here are some good rules of thumb to get you started:
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https://login.shrm.org/?request_id=id6EE06107D4FDD5&relay_state=id-22bdd23c-1500-4594-9200-5467fcb8055f&issuer=aHR0cHM6Ly9zc28uc2hybS5vcmcvSURCVVMvU0hSTS9JRFAvU0FNTDIvTUQ=&target=aHR0cHM6Ly9zc28uc2hybS5vcmcvSURCVVMvU0hSTS9QT1JUQUwtU1AvU0FNTDIvTUQ=

Hiring Records

Keep hiring records, including interview notes, resumes, drug test results,
and any other documents related to the hiring decision for at least one
year after making the hire. Note that this year-long timer doesn't start
until your hiring decision is official (offer letter sent and accepted).
Maintaining employee records for at least this long will help your
organization show that your hiring process is fair and unbiased (assuming
it is both of those) if questions arise down the road.


http://robertwaltersgroup.com/news/expert-insight/careers-blog/how-to-remove-unconscious-bias-from-your-hiring-process.html

FormI-9

Your company should keep an employee’s Form [-9 for at least one year
after termination or three years from their hire date, whichever date
is later. These rules come from the U.S. Citizenship and Immigration

Services; they offer a handy calculator on their website to help you figure

out how long you need to keep your employee records.
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https://www.uscis.gov/i-9-central/complete-correct-form-i-9/retention-and-storage

Payroll and Tax Records

This is where maintaining employee records can get a little confusing.
There are so many documents related to payroll, and just as many
regulations. (We've written an entire article just on keeping payroll
records). It's best to err on the side of caution and speak with a
professional about how long to keep employee records around pay, but
here are some basic numbers.

n


http://bamboohr.com/blog/how-long-to-keep-payroll-records

According to the Department of Labor,
companies should keep the following records
for at least three years:

Name
-« Address
- SSN

«  Employment eligibility documentation
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In addition, they should keep records that have
to do with wage calculations for at least two
years, including:

«  Timecards

«  Piece work tickets

«  Wage rate tables

«  Work and time schedules

. Records of additions or deductions
from wages
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https://www.dol.gov/agencies/whd/fact-sheets/79c-flsa-domestic-service-recordkeeping#:~:text=The%20FLSA%20requires%20that%20records,to%20or%20reductions%20from%20wages.)

The IRS has its own regulations for tax records as well.
Employers must maintain employee tax records for four
years, and these records should include:

Your EIN

Amounts and dates of all wage, annuity, and pension
payments

Amounts of tips reported to you by your employees
Records of allocated tips
The fair market value of in-kind wages paid

Names, addresses, SSNs, and occupations of employees
and recipients

Any employee copies of Forms W-2 and W-2c returned
to you as undeliverable

Dates of employment for each employee

Periods for which employees and recipients were paid
while absent due to sickness or injury and the amount
and weekly rate of payments you or third-party payers
made to them

Copies of employees’ and recipients’ income tax
withholding certificates (Forms W-4, W-4P, W-4(SP),
W-4S, and W-4V)

Dates and amounts of tax deposits you made and
acknowledgment numbers for deposits made by EFTPS

Copies of returns filed and confirmation numbers

Records of fringe benefits and expense reimbursements
provided to your employees, including substantiation


https://www.irs.gov/pub/irs-pdf/p15.pdf

Benefits

The Employee Retirement Income Security Act of 1974 (ERISA) requires
organizations to keep employee records around retirement plans, such
as fiduciary plan documents, contracts and agreements, participant
notices, and compliance documents, for “at least six years from the
date the report was filed.” You can find more specifics here, as there

are quite a few rules to understand. As one ERISA attorney advises,
“[M]y advice to plan sponsors? When in doubt, keep it. Keep a written
records retention policy, and always consult your ERISA counsel before
destroying any plan records.”

In addition to these regulations, the Equal Employment Opportunity
Commission (EEOC) also requires employers to “keep on file any
employee benefit plan (such as pension and insurance plans) and any
written seniority or merit system for the full period the plan or system is
in effect and for at least one year after its termination.”
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See what the experts say
about the best employee
benefits and perhks.

View now —>
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https://www.dol.gov/agencies/ebsa/laws-and-regulations/laws/erisa
https://www.eeoc.gov/employers/recordkeeping-requirements
https://www.eeoc.gov/employers/recordkeeping-requirements
https://www.bamboohr.com/blog/best-employee-benefits-and-perks
https://www.bamboohr.com/signup/

Family and Medical Leave Act (FMLA)

Whenever an employee requests leave via FMLA, you should immediately begin maintaining related records, even if your
organization ultimately denies that employee’s request. FMLA regulations state that employers must keep any related

records for at least three years. These records include:

Basic payroll and identifying employee data

Dates FMLA leave is taken by FMLA-eligible employees
(leave must be designated in records as FMLA leave),
including the hours of the leave, if FMLA leave is taken in
increments of less than one full day

Copies of employee notices of leave provided to the
employer under the FMLA, if in writing, and copies of all
eligibility notices given to employees as required under
the FMLA

Any documents (including written and electronic
records) describing employee benefits or employer
policies and practices regarding the taking of paid and
unpaid leave

Premium payments of employee benefits

Records of any dispute between the employer and an
eligible employee regarding designation of leave as
FMLA leave, including any written statement from the
employer or employee of the reasons for designation
and for the disagreement

Make sure to keep any FMLA-related medical records of the employee or their family members confidential and separate
from their reqular employment records. It's also worth checking with your legal team to ensure your recordkeeping is
in compliance with laws that may apply like the Genetic Information Nondiscrimination Act and the Americans with

Disabilities Act.


https://webapps.dol.gov/elaws/whd/fmla/8b6.aspx

Best Practices for Storing and
Maintaining Employee Records



Got all that? Now that you know which employee records you
need to keep and for how long, it's time to answer the second
question: How do you properly maintain employee records

so they're organized, accurate, and secure? There are three
methods for keeping employee records, and we'll give you a
snapshot of each.
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Physical Records

If you're a small organization with only a handful of employees, physical
recordkeeping with paper forms and filing cabinets may work just

fine. However, even with a small workforce, the paperwork can pile

up quickly given how many records you need to keep for extended
periods of time. Besides the physical space requirement of this type of
recordkeeping, paper records are also less secure and easier to lose (or
even accidentally destroy).
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Spreadsheets

A step above physical records, spreadsheets, and digital documents on

your computer can be easier and faster to navigate than a pile of paper.

This method may also offer another layer of security depending on
how your computer is set up and who has access to the files. However,
even spreadsheets have their limitations, and they may become more
complicated than helpful, especially as your organization grows.

Keeping Employee Records: Everything You Need to Know

19



J

\b all.

Keeping Employee Records: Everything You Need to Know

HRIS

Admittedly, we're a little biased toward using an HRIS for employee
records. (We happen to think our own software is pretty slick.) But
there's a reason so many HR professionals are shifting to cloud-based
employee databases. When you use a platform like BambooHR for your
employee records, you have access to everything you might need in a
single, secure (and paperless) database. Staying organized is a breeze,
tracking down the right document is a matter of clicking a few buttons,
and you can trust that your data is secure at all times.
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https://www.bamboohr.com/hr-software/employee-database-software/
https://www.bamboohr.com/resources/hr-glossary/employee-database

Protecting Employee Data Security
and Access

Limit access to only those with a legitimate business
need. Train those employees who do have access to them
on data privacy (GDPR) and protected class laws.
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Maintenance and Audits

See Record-Keeping Policy: Records
Maintenance, Retention and Destruction.
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https://www.shrm.org/resourcesandtools/tools-and-samples/hr-glossary/pag
https://www.shrm.org/ResourcesAndTools/tools-and-samples/policies/Pages/cms_017186.aspx
https://www.shrm.org/ResourcesAndTools/tools-and-samples/policies/Pages/cms_017186.aspx

How to Handle Employee
Record Requests



HR Managers should have a process in place to handle employee record
requests, such as requests for copies of employment or training records.
Only authorized employees should be able to access it to ensure

sensitive information is protected ‘ ’
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How to Properly Dispose of
Employee Records
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HR Managers should have a process in place for disposing of
employee records that are no longer needed. After the legal
requirement for employee records has lapsed, records containing
sensitive information should be destroyed in a manner that the
information cannot be reconstructed.
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Master Your Human
Resource Records



At first, the task of keeping employee records, with all of the rules and regulations around it, can
seem quite daunting. And as your company grows, this task will only become more important and
more complex.

The good news is you don't have to manage it all by yourself. BambooHR can help you collect and
maintain your employee records in a single, secure system. Plus, we back up our product with an
impeccable support team and offer a suite of other HR features that will help set you free to do
great work.

With the support of a great legal team and a solid HRIS, employee record keeping can be a simple
and smooth process no matter how big your company grows.
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https://www.bamboohr.com/pl-pages/employee-records/?utm_campaign=BAMB-DG-SER+PRO-2022EG&utm_medium=cpc&utm_source=google&utm_content=blank&utm_term=blank&CampaignID=11076520309&AdGroupID=105418939341&AdID=463020846465&AdPosition=&Target=&TargetID=kwd-14411679101&MatchType=e&ClickID=Cj0KCQiA6rCgBhDVARIsAK1kGPLvd7oZ4ixT2i5eGjQ9aGd2j1k-zPJ1XSASMscSGjbEJE2_bChAGv8aAgl5EALw_wcB&Network=g&Device=c&Keyword=employee%20record%20organizer&AdExtensionID=&_bt=463020846465&_bk=employee%20record%20organizer&_bm=e&_bn=g&_bg=105418939341&gclid=Cj0KCQiA6rCgBhDVARIsAK1kGPLvd7oZ4ixT2i5eGjQ9aGd2j1k-zPJ1XSASMscSGjbEJE2_bChAGv8aAgl5EALw_wcB

